Acceptable Use Policy

The aim of this AUP is to ensure that pupils will benefit from learning opportunities
offered by the school’s Internet resources in a safe and effective manner. Internet use
is considered a school resource and privilege. Therefore, if the school AUP is not
adhered to this privilege will be withdrawn and appropriate sanctions will be imposed.

General:

Users are encouraged to make use of the school’s computing facilities for
educational purposes.

All users are expected to act responsibly and show consideration to others.

Users can access the school intranet from outside school via the school’s website
using their user login and password.

Users should not divulge their password to anybody.

Users should not logon to or use any account other than their own and should
logoff when leaving a workstation, even for just a short period of time.

Users should be aware that the school filters the internet service to prevent access
to inappropriate content.

In the event of any improper content getting past the filtering system users must
inform a member of staff immediately

Users should be aware that the school logs all internet use.

It is not acceptable to:

Attempt to download, store or install software to school computers.

Attempt to introduce a virus to the network.

Attempt to bypass the system’s security and filters.

Attempt to access another user’s account.

Attempt to use any form of cracking software.

Access the internet via a connection not provided by the school.

Access, download, create, store or transmit material that is indecent, obscene,
offensive or causes annoyance or anxiety to others.

Infringe copyrights.

Access, download, create, store or transmit material that brings the school into
disrepute.

Chat rooms:

These sites are banned

Instant messaging:
e.g. msn, yahoo messenger

These are allowed at lunch time between 1.10 p.m. and 2.10 p.m. and
in the evening between 4.30 p.m. and 6.30 p.m.
Only personally known contacts are to be added to the list of contacts.

Email:
Pupils must

Not use email during lessons.

Not open email or attachments from an unknown sender.

Report offensive, upsetting and anonymous emails to Mr Nuttall.
Not send or forward chain emails.

Only use email facilities provided by school — others will be blocked.



Social Networking:

e.g. Facebook, Bebo,

Not legal for people under 13 years old

Only users in the S1 to S3 user group are allowed access

Time limits as follows:

lunch time between 1.10 p.m. and 2.10 p.m. and

in the evening between 4.30 p.m. and 6.30 p.m.

No photographs or information about other people must be added without their
written consent.

All personal details must be kept private.

Laptops:

Only to be used in Year 7 and above

Must be given to Mr Vivian to enable access to the internet via the school
network.

Must have antivirus protection installed.

Use is a privilege, not a right. Misuse will lose the privilege.

Personal Safety:

Pupils should take advantage of the education programme provided.

Respect the privacy of others.

Look after the welfare of others.

Report worries they might have about others’ use of the internet.

Pupils should not supply personal information about themselves or others via the
web, email or social networking sites.

Pupils must never attempt to or arrange meetings with anyone met via the web,
email or social networking sites.

Pupils must realise that the school has access to their personal areas on the
network. Privacy will be respected unless there is reason to believe that the
Acceptable Use Policy or school guidelines are not being followed.

Sanctions:

It is hoped that pupils will have respect for themselves and for others in their use of
the ICT facilities and in particular the internet. The school has a duty to safeguard
pupils and will take steps to do so. Education about usage and safety are the primary
means of ensuring acceptable use of the system. However, misuse of the facilities and
not following the Acceptable Use Policy will result in disciplinary procedures.



